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Ontology in the Digital Forensics Domain: A Scoping
Review

Martin Morgenstern!, Johannes Fihndrich? and Wilfried Honekamp®

Abstract: A need for the use of automation in digital forensics is imminent. With the
overwhelming workload for analysing collected digital evidence, law enforcement agencies are no
longer meeting the quality investigations we expect. For automation to work (e. g., integrating
heterogeneous data sources, structuring unstructured data, or drawing conclusions from structured
data), formalisation must be specified. Specification of formalisation includes as a first step to
describe concepts in the domain of digital forensics. In this contribution, we analyse the state of
the art of ontological formalisation in the domain of digital forensics via a scoping review. There
are some attempts to formalise the technical domain of digital forensics in ontologies, but they do
not cover essential context, like technical annotations or acquisition modelling. Future work will
be to use the existing foundations and extend them with facts and rules to enable reasoning.

Keywords: Formalisation, Digital Forensics, Ontology.

1 Introduction and Background

When collecting evidence in criminal cases, digital traces must be identified, recorded
and evaluated. Due to the quantity and heterogeneity (see Figure 1) of forensically
relevant digital data, it is no longer feasible for investigating authorities to perform a
high-quality manual analysis of the same. In order to automate the analysis of extensive
and heterogeneous data in a meaningful way, for example by using artificial intelligence,
a generally applicable ontology is needed for the field of digital forensics. This paper
aims to highlight the current state of development on the topic of ontologies for general
IT forensics, as well as the resulting research gaps to provide a basis for the development
of forensic Al systems. The overarching goal is a proposal for a uniform use of technical
language. Therefore, it will be investigated which ontological prerequisites have to be
created in IT forensics to enable a meaningful use of artificial intelligence for IT forensic
analysis, and it will be reviewed, which of these prerequisites are already fulfilled.

In order to solve crimes, facts have to be found out and documented in a way that can be
used in court. Very often, this requires the use of forensic experts. Forensics is the
science that deals with the identification, analysis and reconstruction of criminal acts.
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Forensics is divided into several subfields. One subfield is computer forensics, which is
a synonym for digital forensics [Ch09]. [Sil8]

Blockchnin Maobile

Figure 1: Sub-areas of digital forensics [Ca21]

Figure 1 shows an overview of identified sub-areas of digital forensics. However, the
sub-areas can only ever be a snapshot, as information technology is constantly changing
and evolving. The authors consider it problematic that they are classified according to
data origin. Povalej et al. already drew attention to the problem in 2021 and asked
whether such a division is still up-to-date or whether the classification should be done
according to the type of digital traces. [Po21].

Another term for digital forensics is IT forensics. In this paper, the definition of digital
forensics used is that of the German Federal Office for Information Security (BSI).
According to this definition, digital forensics is "the strictly methodical analysis of data
on data carriers and in computer networks to clarify incidents, including the possibilities
of strategic preparation, especially from the point of view of the system operator of an IT
system." [BS11]

The complexity and quantity of digital forensics is increasing every year. On the one
hand, the amount of data is permanently increasing, and on the other hand, so is the
number of possible data sources. One reason for this are rapidly falling prices for large
data media. [Al13] In traditional IT forensics, data carriers are removed, copied for
forensic purposes and analysed. Supporting tools are used for the evaluation. The use of



73

artificial intelligence could significantly facilitate IT forensic work. In addition to legal
hurdles, the lack of ontological integration of heterogeneous data is also an obstacle to
the use of Al in digital investigations [Po21], [Ho22]. Errors in the evaluation of digital
traces can have fatal, e. g. financial or social, consequences. One cause of evaluation
errors can be ignorance of exactly how forensic evaluation software works or the
assumption that the software always works without errors. In 2016, for example, a
suspect was nearly acquitted because the forensic evaluation software failed to process a
memory area on the smartphone being evaluated. In individual areas of computer
forensics, e.g. mobile forensics, cooperation with external service providers is
necessary. For the cooperation with external service providers, the standardisation of
forensic procedures is useful. [He21]

For successful cooperation between different organisations, in addition to the
standardisation of processes, a common description of the same is also necessary.
However, in the field of digital forensics, there is a lack of a generally accepted general
ontology [Grl7]. Ontologies are used to represent and provide a basis for logical
reasoning in a domain, or for objectifying knowledge (for example, in a knowledge
graph [S099]). There are several definitions for the term ontology. [Kal4], [He05].
According to Gruber's definition, one of the most well-known definitions of ontology, an
ontology is a common specification to share concepts. Through an ontology a knowledge
domain, a domain, is described. Another definition of ontology that may be helpful here
is "An ontology is a formal, explicit specification of a shared conceptualisation.” [St98].
In this description, a standardised terminology is used, and relationships and derived
rules are defined. In many knowledge domains there are multiple or competing
ontologies. An ontology gains value the more it is recognised in the professional
community. [He05]

For example, a technical application of ontologies is illustrated by Linked Open Data
[Mc20]. Currently, while there are many digital forensics ontologies, none are widely
used. In the past, there have been several approaches for the introduction of a general
ontology in digital forensics, but these do not yet meet the current requirements. The
requirements for an ontology for digital forensics differ depending on the literature.
From the literature research some requirements emerge, which can be found again and
again. In particular, ontologies should be able to describe data from heterogeneous
sources. In a modern ontology for digital forensics, cross-agency and cross-national
work should also be possible. The authors assume that a common and standardised
ontology will improve communication between investigative and law enforcement
agencies and, if necessary, external forensics experts, thus contributing to an increase in
efficiency in law enforcement. Ontologies are used to support the investigation of data
from different types of sources in various application areas of digital forensics [Av10].
One of the main challenges is to find a way to automatically create structured data from
different data sources [Si21]. The need for formalisation in digital forensics was noted as
early as 2004 by Bruschi, Monga, and Marignoni. At the digital forensic Research
Conference, a hypothesis-based scheme for formalising contexts in IT forensic analysis
was presented. However, no ontology was developed in this work. [Br04]

Model driven engineering (MDE) abstracts models domains and implementations for
formalisation and normalisation [Fa04]. With MDE one idea is to domain-specific
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modelling language to aid “formalisation the application structure, behaviour and
requirements” [Sc06]. MDE enables the description of self-adapting systems [Tr18]. For
self-adaptation to be useful, the semantics of the models used can support the adaptation
process. Based on this idea of MDE, semantic service description can be seen as a
machine-readable model including meta-models, transformations and semantics. An
ontology formalizes the concepts used in a domain to describe the parameters and results
of services. ,,High quality domain ontologies are essential for successful employment of
semantic Web services* [Sa05] (p. 1).
The idea of this formalisation is to formally extract shared knowledge in order to
facilitate a common explicit understanding of the field of digital forensics. The idea is to
create a common language, structured documentation and tools, which stand up in curt to
structure forensic work. Much of the knowledge about digital forensics is implicit in
experts, and is built upon experience. The aim is to share this knowledge. First formation
of a vocabulary is part of the formalisation with an ontology. We see this as an extension
of the Linked Open Data, where knowledge of different domains has been collected and
formalised for others to use.
Similar to Euzenat and Shavaiko [Eu07] we define an Ontology the following way:
o={C, LR, < 1, ¢e,=}
With C is the set of classes, I is the set of Individuals, R is the set of relationships, < is a
relation on (C x C) U (R x R) U (T x T) called specialization, L is a relation on (C x C)
U (R x R) U (T x T) called exclusion, € is a relation over ((I x C) U (V x T) called
instantiation, = is a relation over I x (I U V) called assignment.
Euzenat and Shavaiko [Eu07] (p. 39), define that expression can be done and are
satisfied by an interpretation if it is coherent. We then are able to create formulars over
this ontology with e.g., an implementation like Web Ontology Language (OWL): This
gives us basic entities, which can have relation with other entities or themselves. We will
use this formal definition to ground further work in OWL, regarding Resource
Description Framework (RDF) triplets and the formulation of entities and relations as
well as the instantiation by e.g., datatypes and Individuals. Thus, we will use this kind of
ontology to state state facts (Individuals and their relationships) about entities (TBox)
and facts about the abstract classes (ABox) (concepts and their relationships). This can
be seen as a formal grounding of Cyber-investigation Analysis Standard Expression
(CASE) or Unified Cyber Ontology (UCO) and the reuse of this first formalization. The
benefits of formalising digital forensics were presented in detail in Dewald's dissertation.
In this, digital traces were formalised based on an abstract model. Through the
formalisation it was possible to show if and which relationship exists between different
traces. [Del2]

2 Method

To capture the current state of development of ontologies in digital forensics, a scoping
review was conducted. A scoping review is a suitable method to obtain an overview of
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the evidence of a research topic. Scoping review can identify research gaps in the area
under investigation. [Vo19]

Alternativ zum Scoping Review gibt es weitere wissenschaftliche Methoden um einen
Uberblick iiber die relevante Literatur, sowie dem Stand der Forschung zu erhalten.
Alternativ hitte z. B. eine strukturierte Literaturrecherche gewdhlt werden konnen. Der
Vorteil des Scoping Reviews ist die hohe Effienz, da mit wenig Zeitaufwand aktuelle
wissenschaftliche Fragestellungen identifiziert werden konnen. [Vo19]

Only German and English language sources were reviewed for the scoping review.
Google and Google Scholar were used to search for relevant literature. Search terms
were 'ontology digital forensics' as well as synonyms in German and English. For both
Google and Google Scholar, only sources on the first five pages of search results were
used. Furthermore, the Google Scholar function "cited by" was used to find further
relevant documents. All searches took place in May 2022.

3 Results

In the following, the results of the literature review from 2009 until today are presented
chronologically. The need for ontology for digital evidence analysis was identified at
least in 2009, when Kahvedzi¢ and Kechadi described the DIALOG framework for
modelling knowledge in the field of digital forensics (see Figure 2). For a detailed
description, the sub-ontologies criminal case, information, information location, and
forensic resource were used. The example of the Windows Registry was used to
illustrate the use of DIALOG. digital forensics is the central element of the ontology.
The first level of sub ontologies are criminal case, information, location information and
forensic recovery. The authors of DIALOG have indicated in their work that further
work will be needed to consider additional use cases, such as file system analysis or
mobile phone forensics. [Ka09]

DigitalinvestigationConcept

-

CrimeCase Information InformationLocation ForensicResource

N— B I~
N —— ST / \ s /, N ~
\ EvidenceObject /’ NonDigitaltocation

g

TheftCase { NonCyberCrimeCase ServiceObject / ’ 3
/ ForensicService

SexualCrimeCase | X .
/ ViolentCrimeCase DataObject  SoftwareObject DighsXocaton ForensicSoftware

. / % e
CyberCrimeCase — \ ~

DataFragmentObject  DataContainerObject LogicalLocation PhysicalLocation
~ [
~

e N /

P
FileObject  foiderObject DigiwiDevice

Figure 2: Hierarchy of the DIALOG framework [Ka09]

Back in 2011, Poisel and Tjoa noted that there has been progress in the area of IT
forensics ontology, but its unification of standardisation is the biggest challenge. [Pol1]
Especially the comparability of created reports was seen by Bariki, Hashmi, and Baggili
as a problem to be solved. Therefore, an XML-based proposed solution was published.
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The development or extension of a standard that also includes other areas such as
memory or network forensics was seen as a future challenge. [Ball] Similarly, in 2012,
a conference paper from n Cosi¢ and Cosié detailed the need for a unified ontology for
digital forensics [Co12].

In 2013, a framework for IT forensic analysis based on semantic web technologies was
presented that was based on an ontology. Although semantic ontologies for the digital
forensics domain already existed at that time, according to the authors, they focused only
on evidence management and forensic reporting. However, the focus of the new
framework was on digital evidence analysis. The goal was to develop a framework that
would make it possible to link information from different sources in a way that would
result in new information. [Al13]

In 2015, Casey et al found that there was no widely accepted standard representation in
the digital forensics domain. The existing Structed Thread Information eXpression (Stix)
and other models for exchanging legally relevant information could not specifically
address the specifics of the digital forensics domain. As a result, it would not be possible
to compare investigative results across tools and agencies. Various standards, such as
digital forensic XML, have been developed to enable the exchange of IT forensic
information. However, none of these standards has gained widespread acceptance. The
development of the digital forensic Analysis eXpression (DFAX) ontology was intended
to solve the problems described above. Included in DFAX were many improvements
over previous standards, such as including chain of custody evidence and victim and
investigator actions [Cal5].

Cosi¢ and Baca developed the Digital Evidence Framework in 2015. The Developed
Ontology was intended to solve recognised problems of previous ontologies. One of the
innovations was that the integrity of digital evidence should also be considered in the
ontology. Lack of standards and processes for sharing information between different
agencies and states was identified as a problem to be solved [Col5].

As of October 2016, DFAX is no longer under development. Since that time, the project
page states that information about a new project under development will be linked there.
[Bal6] Even for basic terms like artifact, there were different definitions. This problem
also highlighted the need for a universally accepted and recognised ontology for digital
forensics. Harichandran et al. sought a formal definition for digital forensic artifacts
[Halé6].

There was still a need for a standard to represent digital evidence and its
interrelationships. However, DFAX did not meet all the requirements. For example, it
was not possible to represent deleted data in this schema. A new standard was developed
in the form of the Cyber-investigation Analysis Standard (CASE). The development of
the new standard incorporated experience from many previous standards, including
DFXML and DFAX. Improvements were made for national and international exchange
of information [Cal7].

Semantic and ontological linking of forensically relevant information has received
increasing attention from scholars in recent years [Bh20]. For example, in 2019, Amato
et al. presented a semantic methodology based on Natural Language Processing (NLP)
that used log data as an example to represent unstructured data in a standardised format.
[Am20] Oliveiralr et al. published a paper on experimental digital forensics. The goal
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was to find a method to describe experiments in the domain of digital forensics in a
repeatable way. The development of an ontology for experimental digital forensics was
identified as a future task. [O120]

In digital forensics today, a variety of different data sources and types are evaluated. In
addition to traditional data carriers, online profiles, cloud data, [oT devices with different
operating systems and file systems, smartphones, and other devices often need to be
evaluated today. In addition to the quantity of data and devices to be evaluated, the
complexity is also increasing, for example due to encryption. For many areas of digital
forensics, there were 2020 ontologies, e.g., for social networks or web services forensics.
While technical capabilities for analysing data continue to evolve, there is little research
in digital forensics ontology. There is a need for standardisation of digital forensics
ontologies, as existing ontologies are not widely used or belong to subset of digital
forensics, e.g., cloud forensics ontologies [Ke20]. The ontology to be developed should
be developed globally and have wide user acceptance. Standardisation of data is
necessary to process it in an automated way, such as rule-based or machine learning
[Si21].

Recently, Solanke and Biasiotti published a paper on Formalisation of Al in digital
forensics. In it, they presented techniques for analysing the effectiveness of classification
and regression in digital forensics. Further development of methods for evaluating Al
techniques in digital forensics is seen as a promising development [So022].

4 Discussion and Conclusions

There are first attempts to formalise the technical domain of digital forensics in an
ontology. However, only CASE as an extension of UCO has a description logic class of
ALUO(D). Here Object-Properties, data properties and individual types are defined. As a
formalisation, this means that a solid foundation has been established. However, in order
to make such an ontology usable for automation, for example, technical annotations or
acquisition modelling is still needed. For example, an IP address is modelled, but not yet
what type of IP exists on a system (e.g., public or private) and where that IP appears in
an investigation, for example, the IP of the victim or the perpetrator. Another annotation
missing is the tools of the operating systems by means of which an IP can be collected,
documented, and used in an investigation. So, for the example IP, ipconfig or ifconfig
should be described for the local view, nslookup for the resolution, ping or
tracert/traceroute for the classification in a network and so on. Criticism of the previous
approaches is that mostly only the classification (like the introduction of IPv4 and IPv6
as a subclass of the IP address) has been modelled here, but hardly any further forensic
knowledge has been formalised. The technical knowledge that an IPv4 is also an IP
address is basic but not yet forensic. What is important for an IP address in an
investigation (deletion periods, resolution at ISP, individualisation through assignment to
MAC address, etc.) is missing here. We implemented an example of the CASE and UCO
ontology to show how the implementation of OWL Object-Properties and Individuals
can be used to describe knowledge of the utilisation of tools, their parameters, and the



78

interrelation of the described entities in the ontology. This has the goal to automate the
appropriate tasks to make the work in digital forensics manageable in the future. We
used an example of an IP address, a MAC address, its assignment to the network

interface, and the appropriate tools.
Same Individual

wo [
Address

Network
Interface

Figure 3: Extension of the CASE ontology by example Individuals and Object-Properties.

Figure 3 shows how the relationship to tools like ipconfig and the use of Object-
Properties to externalise the knowledge that the ARP cache holds information about
which IP address has been assigned to which MAC address. The aim is to use reasoners
and semantic service descriptions to automate some of the information extraction
processes in digital forensics cases.

So future work will be to use the existing basis of UCO and CASE and extend it with
rules of the Semantic Web Rule Language, and for example Linear Time Logic, to be
able to formalise facts like "IP addresses are collected by the ISP until the deletion
period of data retention is reached and therefore the connection owner must be
documented with a request for information until then". Reasoning could then take place
on this, which, for example, sends requests independently or prioritises for which trace
situation which necessary next steps must be initiated.
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